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What wireless channel & frequency is your home network on? Provide a screenshot to

backup your answer

What is the busiest wireless channel in your area? Provide a screenshot and recommenda-

tions on whether to stay on this channel or move to an alternative one

What version of IP address do clients on the network receive from the ISP? Where did you

receive this IP address from? Provide print screens to backup your answer

Perform 3 different speed tests to your ISP over the wireless at different times of the day.
Record these using print screens. Why do the speeds vary? Comment on WAN technology

on these speeds?

What wireless security (if any) do you have in place? Provide a screenshot to backup your

answer

By way of research and your studies, describe six security measures which could be imple-
mented to improve the security of the network? (Assumptions can be made if you cannot

access router administration GUT)
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1 What wireless channel & frequency is your home network on? Pro-

vide a screenshot to backup your answer

Using the software LinSSID, we performed a scan of the wireless networks in my house. In Figures|1.1| are shown
the results for 2.5GHz Channels. We can see our home network (iptime) is on channel 6 and its frequency is
2437GHz.
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Figure 1.1: Screenshot of the Wi-Fi network scan performed in my house through the software
LinSSID|Ubuntuhandbook] (2.5GHz Channels). Note the frequency of my ISP network.

2 What is the busiest wireless channel in your area? Provide a screen-
shot and recommendations on whether to stay on this channel or

move to an alternative one

In Figure we can see channels 1 and 6 are used for most of detected networks. However, the busiest one is

channel 1. It is also important to note (from Figure 2.2)) that there is no network in 5GH z frequencies.

From results shown, we can say that it would be appropriate to move our network to channel 11. This because
channel 11 is not busy and because the signal from this channel doesn’t interfere with the signal from the busiest
channels (1 and 6).
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It is important to note that 2.4G Hz Wireless networks are normally configured in channels 1, 6 and 11 to avoid

overlap between different networks.

Now, if our AP and Network card allow it, the best option would be to move our network to 5GH z channels, where
for sure we will not have overlap. The only thing we should consider when moving a network to these channels is

that network cards of clients of the network support 5G H z networks.

To know if our card support 5GH z networks we can use the Linux command «iwlist» (see Figure [2.3).
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Figure 2.2: Screenshot of the Wi-Fi network scan performed in my house through the software LinSSID (5GH z
Channels).
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adelo@adelo-laptop:~/Desktop/it_cct/5-mobile_networking/CA1$ sudo iwlist wlp2s® frequency

wlp2so 32 channels in total; available frequencies :
Channel 01 : 2.412 GHz
Channel 02 : 2.417 GHz
Channel 03 : 2.422 GHz
Channel 04 : 2.427 GHz
Channel 05 : 2.432 GHz
Channel 06 : 2.437 GHz
Channel 07 : 2.442 GHz
Channel 08 : 2.447 GHz
Channel 09 : 2.452 GHz
Channel 10 : 2.457 GHz
Channel 11 : 2.462 GHz
Channel 12 : 2.467 GHz
Channel 13 : 2.472 GHz
Channel 14 : 2.484 GHz
Channel 36 : 5.18 GHz
Channel 38 : 5.19 GHz
Channel 40 : 5.2 GHz
Channel 42 :
Channel 44 :
Channel 46 :
Channel 48 :
Channel 52 :
Channel 56 :
Channel 60 :
Channel 64 :
Channel 100 :
Channel 104 :
Channel 108 :
Channel 112 :
Channel 116 : 5.58 GHz
Channel 120 : 5.6 GHz
Channel 124 : 5.62 GHz
Current Frequency:2.437 GHz (Channel 6)

.21 GHz
.22 GHz
.23 GHz
.24 GHz
.26 GHz
28 GHz
.3 GHz
.32 GHz
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Figure 2.3: Frequencies (channels) supported by my Wireless network card.

3 What version of IP address do clients on the network receive from
the ISP? Where did you receive this IP address from? Provide print

screens to backup your answer

In order to know what version of IP address receive clients on the network, we need to know the public IP address,
which is the IP address provided for the ISP. The public IP address can be displays with a simple Google search.
That is, entering “My IP address on our web search engine. There are many Web sites that are able to provide the

public IP. In Fig. |3.4|is shown the result obtained in my case.

The Linux command «curl» provide another way of knowing the public IP address:

curl ipinfo.io/ip

The results show that clients on the network receive IPv4 from the ISP.

Regarding the question: Where did you receive this IP address from? We received this public IP from one of our

ISP’s Servers. Probably from the DHCP server of our ISP in case it is using this method to assign IP addresses.

In order to try to find the location of our ISP server, we traced the path of a packet sent from our computer to any
server (google.com in our example). To carry out this task we used the Linux command «traceroute». In Figure

3.6/ we can see the results obtained. Note that:

1. The first IP the packet touch is 192.168.10.5, that is the Gateway of our private wireless network.
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2. Later the packet reach the IP 109.255.255.254. If we look for the location of this IP (using this site: https:
//www.whoismyisp.org/), we find this IP belongs to my ISP (Virgin Media Ireland) and is located at Cork.
This should be the location our packet use to go out of my ISP network (the Gateway). However, we can not

say our company assigned our IP address from this server.

GO gle My ip address Q

All mages Videos Maps News More Settings ools

109.255.169.118

Your public IP address

> Find out more about IP addresses

Figure 3.4: My public IP address.

adelo@adelo-laptop:~/1-disco_local/1-mis_a iy 3 < f top-dis/it_cct/5-mobile_networking/CA1S ifconfig | egrep wlp2sé -A10
nk encap:Ethernet HWaddr 08:21:00:e6:ee:
inet addr:192.168.16.4 Bcast:192.168.10.255 Mask:255.255.255.0
inet6 addr: feB8@::221:ff:fee6:ee51/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:180852 errors:® dropped:0 overruns:® frame:745150
TX packets:183638 errors:330 dropped:® overruns:® carrier:®
collisions:0 txqueuelen:1006
RX bytes:66644735 (66.6 MB) TX bytes:21841195 (21.8 MB)
Interrupt:18

adelo@adelo-laptop:~/1-disco_local/1-mis_archivos/.stockage/desktop-dis/it_cct/5-mobile_networking/ca1s$ I

Figure 3.5: My private IP address.

adelo@adelo-laptop:~f1-disco_local/1-mis_archivos/.stockage/desktop-disfit_cct/5-mobile_networking/CA1S traceroute google.com
traceroute to google.com (209.85.203.100), 30 hops max, 60 byte packets

192.168.10.5 (192.168.10.5) 2.936 ms 3.547 ms 4.126 ms

192.168.1.1 (192.168.1.1) 5.584 ms 9.193 ms 12.398 ms

-

109.255.255.254 (189.255.255.254) 14.282 ms 19.264 ms 19.524 ms

* * {e-dub®la-rcil-ae31-0.aorta.net (84.116.238.42) 53.190 ms

ie-dub®la-ril-ae63-0.aorta.net (84.116.134.174) 20.064 ms * 9.423 ms

72.14.213.18 (72.14.213.18) 9.504 ms 9.706 ms 12.168 ms

209.85.252.198 (209.85.252.198) 14.654 ms 209.85.252.196 (209.85.252.196) 14.218 ms 209.85.252.198 (209.85.252.198) 14.016 ms
216.239.46.18 (216.239.46.18) 13.570 ms 216.239.43.94 (216.239.43.94) 16.533 ms 216.239.46.18 (216.239.46.18) 14.996 ms

* %

W= B W e

*
*
*
*
*
*
*
*
*

dh-in-f100.1e160.net (209.85.203.100) 13.740 ms 14.894 ms 14.954 ms
adelo@adelo-laptop:~/1-disco_local/i-mis_archivos/.stockage/desktop-dis/it_cct/5-mobile_networking/ca1s [

Figure 3.6: Path of a packet sent from our computer to google.com.
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4 Perform 3 different speed tests to your ISP over the wireless at
different times of the day. Record these using print screens. Why
do the speeds vary? Comment on WAN technology on these speeds?

In order to make a speed test of our Internet connection, we used the Linux command «speediest-cli» [fossbytes.com].
In Figures 4.7, |4.8] and [4.9 we can see the results obtained at 08:09, 14:33 and 23:14, respectively:

It is important to note the speed obtained in each test is different. This was to be expected since the speed of the
Internet connection can be affected by many factors. Let’s comment about how this speeds is affected on WAN

technology!

In the case of our private wireless network, the resources are shared with different clients (our flatmates, etc). So,

if many users are using resources from our network, the speed of our connection will be affected.

The other thing that can affect the speed of our WAN is the interference of our signal with signals from other
wireless networks in the area (overlapping). As we saw in Figure [1.1, our LAN is sharing the radio-electric space
with other networks. We also saw our network is in a very busy channel and there are signals from other channels

interfering with our signal. These aspects are surely affecting the speed of our Internet connection.

Now, according to the points explained above, we should expect to have a better speed during non-peak hours.
From our speed tests, we can see the best speed was obtained at 08:09 (download speed: 15.87Mbit/s) followed by
a download speed of 13.66Mbit/s at 23:14. The worse speed was at 14:33 (download speed: 9.65Mbit/s). These

results corroborate expectations since 14:33 should be the busiest of three tested times.

adelo@adelo-laptop:~/1-disco_local/1-mis_archivos/.stockage/desktop-dis/it_cct/5-mobile_networking/CA1S date

lundi 9 octobre 2017, © 9:12 (UTC+0100)
adelo@adelo-laptop:~/1-disco_local/1-mis_archivos/.stockage/desktop-dis/it_cct/5-mobile_networking/CA1S speedtest-cli
Retrieving speedtest.net configuration..

Testing from Virgin Media (109.255.169.118)...

Retrieving speedtest.net server list...

Sselecting best server based on ping...

Hosted by virgin Media Ireland (UPC IE) (Dublin) [5.41 km]: 13.456 ms
Testing download speed

Download: 15.87 Mbit/s

Testing upload speed

Upload: 5.17 Mbit/s

adelo@adelo-laptop:~/1-disco_local/1-mis_archivo

Figure 4.7: Speed tests 1: at 08:09

adelo@adelo-laptop:~/1-disco_local/1i-mis_archivos/.stockage/desktop-disfit_cct/5-mobile_networking/CA1S date

samedi 7 octobre 2017, 14:33:53 (UTC+08100)
adelo@adelo-laptop:~/1-disco_local/1i-mis_archivos/.stockage/desktop-dis/it_cct/5-mobile_networking/CA1S$ speedtest-cli
Retrieving speedtest.net configuration...

Testing from Virgin Media (1609.255.169.118)...

Retrieving speedtest.net server list...

Selecting best server based on ping...

Hosted by Vvirgin Media Ireland (UPC IE) (Dublin) [5.41 km]: 21.741 ms

Testing download speed

Download: 9.65 Mbit/s

Testing upload speed

Upload: 4.02 Mbit/s
adelo@adelo-laptop:~/1-disco_local/i-mis_archivos/.stockage/desktop-dis/it_cct/5-mobile_networking/cais |

Figure 4.8: Speed tests 1: at 14:33
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adelo@adelo-laptop:~/Desktop/it_cct/5-mobile_networking/CA1S$ date

lundi 9 octobre 2817 :29 (UTC+0100)

adelo@adelo-laptop:~/ ktop/it_cct/5-mobile_networking/CA1$ speedtest-cli
Retrieving speedtest.net configuration...

Testing from Virgin Media (169.255.169.118)...

Retrieving speedtest.net server list...

Selecting best server based on ping...

Hosted by Virgin Media Ireland (UPC IE) (Dublin) [5.16 km]: 77.669 ms
Testing download speed

Download: 13.66 Mbit/s

Testing upload speed

Upload: 4.83 Mbit/s
adelo@adelo-laptop:~/Desktop/it_cct/5-mobile_networking/ca1s I

Figure 4.9: Speed tests 1: at 23:14

5 What wireless security (if any) do you have in place? Provide a

screenshot to backup your answer

We found information about Wireless security through the Linux command «nmcli». In Figure [5.10| we can see

this command confirm our Network (iptime) is using a WPA1 / WPAZ2 security.

The Linux command «iwlist» also provide a detailed information about available networks.

iwlist wlp2s0 scan

Using «iwlist» we were also able to find information about the «Encryption key». In Figure |5.11 we can see

the «Encryption key» is activated in our network.

In Fig. [2.2| we can see the software LinSSID also displays information about the security of the network. In the

case of my home’s network, my AP uses a PSK.

There are three widely known security standards in wireless networking:|Tutorials Point (2016)]

o Wired Equivalent Privacy (WEP)
o Wi-Fi Protected Access (WPA)

o Wi-Fi Protected Access version 2 (WPA2)

The type of Wireless security protocol WEP / WPA1 / WPA2 basically refers to:

e The encryption algorithm

o The Authentication method

«In general, encryption is the process of transforming the data into some kind of cyphertext that would
be non-understandable for any 3" party that would intercept the information. » Tutorials Point (2016)
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We are not going to go into details regarding the theory involved in the Encryption algorithm and the Authentication
method used by WEP, WPA1 or WPA2. For more information about these topics you may refer to Lei Chen et
Zhang (2013) and Arif Sari and Mehmet Karay (2015).

adelo@adelo-laptop: ~ adelo@adelo-laptop: ~ + 8

adelo@adelo-laptop:~$ nmcli dev wifi

B SID MODE HAN RATE GNAL BARS
i Infra 54 M

adelo@adelo-laptop:~$ I

Figure 5.10: wireless security.

adelo@adelo-laptop:~/Desktop/it_cct/5-mobile_networking/CA1$ sudo iwlist wlp2s@ scan | egrep "Encryption key:on|iptime" -A40

ESSID:" 5
Bit Rates:1 Mb/s; 2 Mb/fs; 5.5 Mb/s; 11 Mb/s
Bit Rates:6 Mb/s; 9 Mbfs; 12 Mb/s; 18 Mb/s; 24 Mb/s
36 Mb/s; 48 Mbfs; 54 Mb/s
Mode:Master
Extra:tsf=0000000000000000
Extra: Last beacon: 8ms age
IE: Unknown: 8006697074696D65
IE: Unknow 010482848896
IE: Unknown: 030106
IE: Unknown: 2A0104
IE: Unknown: 32080C1218243048606C
IE: WPA Version 1
Group Cipher : CCMP
Pairwise Ciphers (1) : CCMP
Authentication Suites (1) : PSK
: IEEE 802.11i/WPAZ Version 1
Group Cipher : CCMP
Pairwise Ciphers (1) : CCMP
Authentication Suites (1) : PSK
IE: Unknown: DD180A58F2020101800003A4000027A4000042435E0062322F00
IE: Unknown: DDA7000C4301060000
Cell 02 - Address: 92:5C:14:52:8C:5B
Channel:6
Frequency:2.437 GHz (Channel 6)
Quality=41/78 Signal level=-69 dBm

ESSID: "Horizon Wi-Free"

Bit Rates:1 Mb/s; 2 Mb/s; 5.5 Mb/s; 11 Mb/s; 9 Mb/s
18 Mb/s; 36 Mbfs; 54 Mb/s

Bit Rates:6 Mb/s; 12 Mb/s; 24 Mb/s; 48 Mb/s

Figure 5.11: Result displayed by the Linux command «iwlist». Note the Encryption key is activated in our

network.

6 By way of research and your studies, describe six security measures
which could be implemented to improve the security of the network?

(Assumptions can be made if you cannot access router administra-
tion GUI)

1. Choose a strong password for the wireless network: We must choose a password that can’t be easily

hacked. There are many methods that can be followed to create a secure password:

e We should omit words since they can be easily hacked by software.
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o Includes capital and lowercase letters, numbers and special characters.

o Choose a long password (at least 10 characters).

A good method is to memorize a sentence and take the first of last letter of each word. Then you can
change some letters to numbers or special characters and include at least one capital letter. Using this

method you can easily remember the password.

2. Choose a strong password for the router administration GUI: Routers usually come with an obvious
default password (admin in many cases). Therefore, it is important to change it and choses a secure pass-
word to try to prevent someone from entering to the router administration GUI and change your network

configurations.

3. Disable remote access to the router administration GUI: This is an also important measure which

makes even more difficult for someone to enter to the router administration GUI.[heimdalsecurity.com]|

4. Enabling encryption: As we saw in question |5, encryption is a very important security measure since it

prevents any 3"¢ party that would intercept our information to be able to understand it.

5. Install a good firewall device to your router: This provides an additional level of security to the device.

6. Other measures:
o Keep the router’s software up to date to make sure we are using the latest advances of the software on
security. [heimdalsecurity.com)]

e Change the name of the Network: a good practice to prevent our network from being the first option
that someone tries to access is to give it a not usual name. This measure makes difficult for a hacker
to know the type and manufacturer of the router, which can be a valuable information for hackers.

|heimdalsecurity.com)]
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