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Part 1

Windows 2016 Server PowerShell

scripting

1.1 Rapidly provision DC with script 1

Create the PowerShell script from the text file provided.
Note: you will need to modify the IP addressing settings inside the script.

For the NIC use:

o IP address: 172.16.0.100/16

Default gateway: 172.16.0.1

e DNS: 172.16.0.100

e Server Name: DC



E B Administrator: Windows PowerShell ISE

[N Fie Edit View Tools Debug Add-ons Help
IS = a x 9 »> B @« &

pt_1.ps1 X
et = Read-Host -Prompt 'Input the last octet of IP addre
New-NetIPAddress -InterfaceAlias "Ethernet” -AddressFamily -IPAddress
Read-Host -Prompt 'Input the last octet of DNS Server IP address
Set-DnsClientServerAddress -InterfaceAlias -ServerAddresses 1
netsh advfi 11 firewall set rule grou k d ew enab
rule group="File and Pr g
(New-Object -com "Microsoft.Update.AutoUpdate”).Settings
NotificationLevel-2
os.save()
Read-Host -Prompt 'Input your server name’

PS C:\Users\Administrator>

Ln 16 Col 101

Windows Server 2016 Standard Evaluation
Windows License valid for 180 days
s1_release.161220-1747
03:33
05/2020 §|

2 system
E « ~ 4 E > Control Panel > System and Security > System

Recycle Bin

Control Panel Home . .. .
View basic information about your computer

® Device Manager Windows edition
© Remote settings Windows Server 2016 Standard Evaluation

© Advanced system settings © 2016 Microsoft Corporation. All rights =-> Windows Server' 2016

script_1
oS reserved.

System
Processor: Intel(R) Core(TM) i7-6820HQ CPU @ 2.70GHz 2.71 GHz
Installed memory (RAM): ~ 2.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: DC & Change settings
Full computer name: DC
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the M, oft Software License Terms

Security and Maintenance Product ID: 00378-00000-00000-AA739 tandard Evaluation
e valid for 180 days

elease.161220-1747
03:40
17/05/2020 E'
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A & « Network and Intemet > Network Connections
Recycle Bin
Qraanize w DNicahla thic nehunrk devica. Niannnca thic cannection Rename this connection

Internet Protocol Version 4 (TCP/IPv4) Properties X

General
script_1 You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
btain an IP address automatically
(@ Use the following IP address:
IP address:

Subnet mask:

Default gateway:

@ Use the following DNS server addresse:
Preferred DNS server: 172

Alternate DNS server: 8

[validate settings upon exit Advanced...

ptandard Evaluation

ke valid for 180 days
release.161220-1747
03:40

A BB 05000 B

1.2 Rapidly convert DC to a Domain controller with script 2

o Set the Domain and Forest modes to Win2016R2 (inside script2)
e Use the Domain name digitech.cct for the domain.

o Let the script run toreboot the server

E B Administrator: Windows PowerShell ISE

(%Y File Edit View Tools Debug Add-ons Help

R~ = ax|9

script 2ps1 X

Install-windowsfeature -name A
Import-Module epl
Install-ADDSForest
-CreateDnsDelegation:$false
-DatabasePath "C:\Windows\NTDS
-Domain¥ode "Win2016R2
-DomainName “digitech.cct”
-DomainNetbiosName "DOMAIN39"
-ForestMode "Win2016R2

Running script / selection. Press Ctrl+Break to stop. Press Ctrl+B to break into debugger. Ln 19 Col1

Windows Server 2016 Standard Evaluation
Windows License valid for 180 days
Build 14393.rs1_release.161220-1747

03:44
A BT 1705000 8
Qe S OE RO E#Lenx
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3 system

&« v 4 @5 Control Panel > System and Security > System
Recycle Bin

Control Panel Home . .. .
View basic information about your computer

& Device Manager Windows edition
© Remote settings Windows Server 2016 Standard Evaluation

© Advanced system settings © 2016 Microsoft Corporation. All rights ™ Windows Server 2016
reserved.

System
Processor: Intel(R) Core(TM) i7-6820HQ CPU @ 2.70GHz 2.71 GHz
Installed memory (RAM):  2.00 GB
script 2 System type: 64-bit Operating System, x64-based processor

Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: DC @ Change settings
Full computer name: DC.digitech.cct
Computer description:

Domain: digitech.cct

Windows activation
Windows is activated Read the Microsoft Software License Terms

Product ID: 00378-00000-00000-AA739 ange product key tandard Evaluation

1.3 Log in to DigiTech domain on the domain controller

Use script3 to set up DNS settings on DC for the digitech.cct website.

Use the DNS console in Administrative Tools to verify that www now exists in the DigiTech

Forward lookup zone.

E B Administrator: Windows PowerShell ISE

[ File Edit View Tools Debug Add-ons Help

@ H 4 o » [ ] 8| oo

script_3.ps1 X
# This is run on the Domain Controller which already has DNS installed
# Creating a zone for the DigiTech.cct website

Add-DnsServerPrimaryZone -Name "digitech.cct” -ReplicationScope “Forest” -PassThru

# The next line is an A-record customized for web cluster address 172.16.0.200
Add-DnsServerResourceRecordA -Name "www” -ZoneName "digitech.cct” -AllowUpdateAny -IPv4Address "172.16.0.200" -Tin

PS C:\Users\Administrator>

Ln1 Col 28

Completed

Windows Server 2016 Standard Evaluation
Windows License valid for 180 days
Build 14393.rs1_release.161220-1747
04:09
~ 24 70500 8

E R0 @8 Lernx
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2, DNS Manager

File Action View Help
Recycle Bin @ 25 X

=
B

i
[

2, DNs
v § bC
v [ Forward Lookup Zones
=1 _msdes.digitech.cct
v . digitech.cct
1 _msdcs

Timestam

3
A

|_msdcs
|_sites
_tep
_udp

DomainDnsZones
_sites

1 tep
7 _udp

“| DomainDnsZones

ForestDnsZones
(same as parent folder) Start of Authority (SOA) (23], de.digitech.cct, host...  static
(same as parent folder) Name Server (NS) de.digitech.cct. static
(same as parent folder) Host (4) 172.16.0.100 17/05/202
(same as parent folder) Host (4) 100315 17/05/202
Host (4) 1003.15 static
Host (A) 172.16.0.100 static
Host (A) 172.16.0.200

| ForestDnsZones

| Reverse Lookup Zones
| Trust Points

Conditional Forwarders

i O =4

o o

Standard Evaluation
valid for 180 days

1.4 Rapidly provision WebServer

Like what you did with DC (modify the scriptl text file):

For the NIC use the IP address: 172.16.0.200/16

e Default gateway: 172.16.0.1
o DNS: 172.16.0.100Server
o Name: WebServer (now let the script run and provision this server)

Do not make WebServer into a domain controller... you will joinit to the DigiTech.abc domain.
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E B Administrator: Windows PowerShell ISE

[Ca%alY File Edit View Tools Debug Add-ons
= Bl o4 O X

script_1ps1 X
ctet Read-Host -Prompt

"Input the last octet of IP address’
N NetIPAddress -InterfaceAlias "Ethernet” -AddressFamily IPv4 -IPAddress 172

t -PrefixLength 16 -Defau

$ Read-Host -Prompt 'Input the last octet of DNS Server IP address
SethHSC.I1ent5€rvetﬂddres§ -InterfaceAlias ern -ServerAddresses 172.

netsh advfi
netsh advfi

save()

(New-Object -com
NotificationLevel=2

and

Printer Sharing
"Microsoft.Update. AutoUpdate") . Settings

Read-Host -Prompt 'Input your server name’

Danama_ramnitar _Naudlama

PS C:\Users\Administrator>

Ln1 Col1

Windows Server 2016 Standard Evaluation
Windows License valid for 180 days
Build 14393.r51_release.161220-17

04:16
A DB 1705000

I system

« v 4 E& > Control Panel > System and Security > System

Recycle Bin
Control Panel Home

& Device Manager
& Remote settings
@ Advanced system settings

Security and Maintenance

View basic information about your computer

Windows edition

Windows Server 2016 Standard Evaluation

= Windows Server 2016

© 2016 Microsoft Corporation. All rights
reserved.

System
Processor: Intel(R) Core(TM) i7-6820HQ CPU @ 2.70GHz 2.71 GHz

Installed memory (RAM): ~ 2.00 GB

64-bit Operating System, x64-based processor

No Pen or Touch Input is available for this Display

System type:
Pen and Touch:

Computer name, domain, and workgroup settings
WebServer @ Change settings

WebServer

Computer name:
Full computer name:
Computer description:

Workgroup: WORKGROUP

Windows activation

Windows is activated Read the Microsoft Software Lices

duct key [Standard Evaluation

e valid for 180 days

Do release.161220-1747
04:17

AE R g B

ey D= #0068 Leftx

Product ID: 00378-00000-00000-AA739
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T+
Recycle Bin

& « Network and Internet > Network Connections
Qraanize w

Dicahla thic nehuark devica Diannaca thic cannection

v o

Rename this connection

Net| Internet Protocol Version 4 (TCP/IPv4) Properties

X
cd General
|

You can get IP settings assigned automatically if your network supports
this capabilty. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(@ Use the following IP address:
IP address:

Subnet mask:

Default gateway:

(@ Use the following DNS server addresses:
Preferred DNS server: 172.
Alternate DNS server: 8
[[validate settings upon exit

Advanced...

2items

o]

Cancel

Standard Evaluation

e valid for 180 days

M elease.161220-1747
04:18

A~ B 05000 &

Next, join WebServer to the digitech.cct Domain using PowerShell script 4

E B Administrator: Windows PowerShell ISE

(O File Edit View Tools

0@ 3 4

script 4ps1 X

Debug Add-ons

Help
B x|9

1 Install-WindowsFeature -Name Wel
Install-WindowsFeature -Name Wel

Running script / selection. Press Ctrl+Break to stop. Press Ctrl+B to break into debugger.

Ln2 Col44

Windows Server 2016 Standard Evaluation
Windows License valid for 180 days
Build 14393.r51_release.161220-1747
04:19
AN en B

O 06 Left
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1.5 Convert WebServer into a web server by using script 5 to

IIS web hosting to the server

Use Server Manager and Administrative Tools to verify that the IIS web service has been added.

Administrator: Windows PowerShell ISE

File Edit View Tools Debug Add-ons Help
=& H & 0 » ]

script 5ps1 X
# This script would be run on all cluster nodes to add each node to the Domain
Add-Computer -domainname digitech.cct -Credential admi trator -restart -force

PS C:\Users\Administrator>

Ln1 Col1

Windows Server 2016 Standard Evaluation
Windows License valid for 180 days
Build 14393.r51_release.161220-1747
53
A e s B

E 3 system
¢ ~ 4 E > Control Panel > System and Security > System

Recycle Bin

Control Panel Home . i, .
View basic information about your computer

® Device Manager Windows edition
§ Remote settings Windows Server 2016 Standard Evaluation

© Advanced system settings © 2016 Microsoft Corporation. All rights Windows Server: 2016
reserved.

System
Processor: Intel(R) Core(TM) i7-6820HQ CPU @ 2.70GHz 2.71 GHz
Installed memory (RAM):  2.00 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WebServer
Full computer name: WebServer.digitech.cct
Computer description:

Domain: digitech.cct

Windows activation
Windows is activated Read the Mic Software License Terms

Standard Evaluation

e valid for 180 days

release.161220-1747

04:51
S
= ds 17/05/2020 E'I
w00 enx

Product ID: 00378-00000-00000-AA739
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~ Shortcut Tools ~ Application Tools ~ Administrative Tools
E Share View Manage Manage

Recycle Bin 25 <« System and Security > Administrative Tools »

Name -
st Quick access
I Desktop

& Downloads

Terminal Services
Component Services

Computer Management
Z| Documents

Defragment and Optimize Drives
=] Pictures Disk Cleanup

= scripts (\VBoxSvr) ( Event Viewer
Internet Information Services (IIS) Manager
, iSCS Initiator
& Network Local Security Policy
Microsoft Azure Services
8 ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

Performance Monitor

& This PC

Print Management
Resource Monitor
=, Server Manager

4% Services

2 System Configuration

% System Information

(D Task Scheduler
1item selected 1.10KB -

04:56

1.6 Set up a Digitech.abc website on WebServer using the Digitech web

page that you created earlier

Demonstrate that the web site works by using the web browser on the domain controller to access the www.digitech.cct

website.

+ | wwwroot
E Home Share View

Recycle Bin N > ThisPC > Local Disk (C) > inetpub > wwwroot >

Name Date modified
s Quick access
Desktop

¥ Downloads

DigiTech
2 | iisstart

&/ isstart
=| Documents

&= Pictures

= scripts (\\BoxSvr) (
[ This PC

¥ Network

Standard Evaluation
3items  1item selected se valid for 180 days
rrelease.16122 7

05:01
17/05/2020 E‘

A T dg
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Add Website

E Home  Share  Viey
Site name:

Recycle Bin 1 75« Systemand [digitech digitech

Namq  Content Directory
st Quick access Physical path:

5 C:inetpub\wwwroot\DigiTech

— & » WEBSERVER

Pass-through authentication

File View Help Connectas.. | | TestSettings.
Binding

Type: IP address:
http 172.16.0.200

§5 Start Page
v €3 WEBSERVER (WEBSERVER\Ad
22 Application Pools
o) Sites

Host name:

www.digitech.cct

Example: www.contoso.com or marketing.contoso.com

Start Website immediately

L andard Evaluation
L valid for 180 days
25e.161220-1747
05:04
ABE e s B

E 2 digitech.cct £~ ¢ || @ digitech.cct

Recycle Bin

‘Welcome to DigiTech
Adelo Vieira
Student Number: 2017279

April, 2020

dard Evaluation
blid for 180 days
O o T Teitase. 1612201747

05:07
AB T e B
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Part 2

Web servers and storage in the cloud

2.1 Creating a storage bucket

O hectorlavoe-mic X =1 Storage-Adelo2t x @ Cloud Computing X | © Youarenowauth: x | + - o x
< C & console.cloud.google.com/storage/create-bucket?project=adelo2017279 @& ¢ & P HE & = 6 H
& Apps @ Grammarly ) Microsoft OFfi... W User:Adeloale... % Organize dire €3 Centeringin C. »

oogle Cloud Platform

[= ]
exi Storage & Create a bucket €] ESTIMATE COST

@  Browser

@ Name your bucket
*  Transfer Pick a globally unique, name. Naming guidelines
& Transfer for on-premises
wonderful-bucket-2017279
Transfer Appliance Tip: Don't include any sensitive information
& Settings
CONTINUE
@ Choose where to store your data
This permanent choice defines the geographic placement of your data and affects
cost, performance, and availability. Learn more
Location type
(O Region
Lowest |atency within a single region
(O Dual-region
High availability and low latency across 2 regions
(@ Multi-region
Highest availability across largest area
Location
eu (multiple regions in European Union) -
<l
CONTINUE .

M architecture_...pdf  ~ architectu....drawio  ~ showall %




2.2 Uploading the Digitech web site on the storage bucket

O hectorlavoe-mic x EI Bucketdetails-Ac x @ Cloud Computing x | & Youarenowauth: x | +
&« C @& console.cloud.google.com/storage/browser/wonderful-bucket-20172797pro... & + €& =] ® e H
& Apps @ Grammarly J Microsoft Offi... W User:Adeloale... % Organizedire... €3 CenteringinC... »
Google Cloud Platform
B g Bucket detail * EDIT BUCKET REFRESH BUCKET
£ Storage & Bucket details / c
@  Browser wonderful-bucket-2017279
= T Objects Overview Permissions Bucket Lock
&  Transfer for on-premises
Upload files || Upload folder  Create folder = Manage holds — Delete

%E  Transfer Appliance

Filter by prefix..
£ Settings

Buckets / wonderful-bucket-2017279
Name Size  Type Storageclass  Lastmodified  Public access Encryptic
B DigiTech/ —  Folder — = Subject to -
object ACLs
Drop files here to upload them to:
| wonderful-bucket-2017279
<l -
‘ v

2.3 Hosting the DigiTech Website in a Linux Server instance

Creating a new Linux Instance:

{% ComputeEngine-Adelo. x  + o X

& C & console.cloud.google.com/compute/instancesAdd?project=adelo2017279 aQ ¥ € =} ® B H

Apps @ Grammarly fJ Microsoft Offi... W User:Adeloale... % Organizedire... €3 CenteringinC... »

Google Cloud Platform

& Create an instance

To create a VM instance, select one of the options: Name
Name is permanent
linux-web
[ NewVMinstance 5 Labels © (0ntome
Create a single VM instance from scratch F Add label
. Region Zone
New VM instance from template Region is permanent Zone is permanent
Create a single VM instance from europe-west2 (London) - europe-west2-c -

an existing template

Machine configuration

[E] New VM instance from machine Machine family
image General-purpose  Memory-optimized | Compute-optimized
Create a single VM instance from Iachine types for common workloads, optimized for cost and flexibility
an existing machine image Serles
N1 =
-\.!__’ Marketplace Powered by Intel Skylake CPU platform or one of its predecessors
Deploy a ready-to-go solution onto E Machine type
a VM instance

Page 12 of 22



‘We have created an Ubuntu 18.04 server:

Compute Engine-Adelo: x 4+ - o x
&« C & console.cloud.google.com/compute/instancesAdd?project=adelo2017279 Q w € |- O E] 6 H
i Apps @ Grammarly € Microsoft Offi... W User:Adeloale... ¥ Organizedire... &3 CenteringinC... »

Boot disk

Select an image or snapshot to create a boot disk; or attach an existing disk. Can't find what
you're looking for? Explore hundreds of VM solutions in Marketplace.

Publicimages = Custom images Snapshots = Existing disks

Operating system

Ubuntu =
Version
Ubuntu 18.04 LTS Minimal =

amdé4 bionic minimal image built on 2020-04-30, supports Shielded VM features

Boot disk type Size (GB)
Standard persistent disk - 10

Google Cloud Platform delo2017279 v Q  search products and resources

{e} Compute Engine VM instances Bl CREATE INSTANCE & IMPORT VM C REFRESH T F ES LETE SHOW INFO P

B  VMinstances

- Columns ~
& Instance groups
Name ~ Zone Recommendation  Inuseby Internal P External IP Connect
B Instance templates
@ europe-instance-group-h6jl  europe-west2:b europe-instance-group  10.154.0.3 (nic0) 35.246.98.166 (7 SSH +
EIS e tehant hocee @ linuxwed curope-westz-c 10.1540.2 (nic0) 348930164 12 SsH -~
B Machine images @ us-instance-group-54x2 us-centrall-f us-instance-group 10.128.0.2 (nic0) 34.68.187.69 [7 SSH ~
@ Disks

Remotely accessing the linux-web instances using gcloud:

adelo@linux-web: ~
File Edit View Search Terminal Tabs Help
(base) adelo@adelo-laptop:~$ gcloud compute ssh linux-web

[No zone specified. Using zone [europe-west2-c] for instance: [linux-web].
Welcome to Ubuntu 18.04.4 LTS (GNU/Linux 5.3.0-1018-gcp x86_64)

Documentation: https://help.ubuntu.com

Management : https://landscape.canonical.con

Support: https://ubuntu.com/advantage

Ubuntu 20.04 LTS is out, raising the bar on performance, security,

and optimisation for Intel, AMD, Nvidia, ARMé4 and Z15 as well as

AWS, Azure and Google Cloud.
https://ubuntu.com/blog/ubuntu-20-04-1ts-arrives

This system has been minimized by removing packages and content that are
not required on a system that users do not log into.

To restore this content, you can run the 'unminimize' command.

11 packages can be updated.
0 updates are security updates.

Last login: Fri May 15 22:09:45 2020 from 80.111.84.253
adelo@Linux-web:~$ [
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After updating the Ubuntu repositories (sudo apt update), we have installed the neccesaries packages:

e apache2

+ php

In the following Figure, we show the installation of the apache webserver.

adelo@linux-web: ~

File Edit View Search Terminal Tabs Help

a-
adelo@linux-web:~$ sudo apt install apache2
Reading package lists... Done
Building dependency tree
i information... Done
package was automatically installed and is no longer required:

grub-pc-bin

Use 'sudo apt autoremove' to remove it.

The following additional packages will be installed:
apache2-bin apache2-data apache2-utils libaprl libaprutill libaprutili-dbd-sqlite3 libaprutill-ldap libicu60
1iblua5.2-0 libxml2 ssl-cert

Suggested packages:
www-browser apache2-doc apache2-suexec-pristine | apache2-suexec-custom ufw openssl-blacklist

The following NEW packages will be installed:
apache2 apache2-bin apache2-data apache2-utils libaprl libaprutill libaprutili-dbd-sqlite3 libaprutili-ldap
1ibicu6® 1iblua5.2-0 libxml2 ssl-cert

0 upgraded, 12 newly installed, @ to remove and 10 not upgraded.

Need to get 10.4 MB of archives.

After this operation, 40.8 MB of additional disk space will be used.

Do you want to continue? [Y/n]

Now, we can use gsutil to transfer our web page from our wonderful bucket to the /var/www/html directory of the

linux-web instance:

adelo@linux-web: ~
File Edit View Search Terminal Tabs Help

[ adelo@adeiotaptop:-deskopi.._~ ] adelo@adelotaptop: /1 systeml. | sloaivouh - [
adelo@linux-web:~$ sudo gsutil cp -r gs://wonderful-bucket-2017279/DigiTech /var/www/html/
/snap/google-cloud-sdk/129/1ib/third_party/requests/__init__.py:83: RequestsDependencyWarning: 0ld
version of cryptography ([1, 2, 3]) may cause slowdown.
warnings.warn(warning, RequestsDependencyWarning)
:/ /wonderful-bucket-2017279/DigiTech/css/menu.css. ..
:/ /wonderful-bucket-2017279/DigiTech/css/menu2.css. ..
: //wonderful-bucket-2017279/DigiTech/css/style.css...
: //wonderful-bucket-2017279/DigiTech/css/style2.css. ..
/ [4 files][ 3.9 KiB/ 3.9 KiB]
==> NOTE: You are performing a sequence of gsutil operations that may
run significantly faster if you instead use gsutil -m cp ... Please
see the -m section under "gsutil help options" for further information
about when gsutil -m can be advantageous.

: //wonderful-bucket-2017279/DigiTech/img/architecture_diagram.drawio...
: / /wonderful-bucket-2017279/DigiTech/img/architecture_diagram.pd .
: //wonderful-bucket-2017279/DigiTech/img/architecture_diagram.png...
: //wonderful-bucket-2017279/DigiTech/img/cloudCCT2.png...
: / /wonderful-bucket-2017279/DigiTech/index.htnl...

- [9 files][860.7 KiB/860.7 KiB]

Operation completed over 9 objects/860.7 KiB.

adelo@linux-web:~$ s /var/www/html/

DigiTech 1index.html

adelo@linux-web:~$

adelo@linux-web:~$ |

When acceding the Digitech website hosted in linux-web, through the public IP address, we can see our website has
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been deployed:

<« C @ Notsecure | 34.89.30.164/DigiTech/ * € eme §

Apps ® Grommarly @ MicrosoftOffi.. W UserAdeloale... % Organizedire... & CenteringinC.. @ (7)TariqRama... L LePetitLuneti.. Y IntCON Kasp.. M8 IDGApps M Contacts W CCT B Studies M BitCoins M Services »

me

oDIG[TECH>

Welcome to DigiTech
Adelo Viira
Student Number: 2017279

April, 2020

2.4 Autoscaling

I first created an instance template. I modified the startup script so it deploys a page with my Name and Student

number:

Google Cloud Platform

Compute Engine

VM instances

Instance groups

Instance templates
Sole-tenant nodes
Machine images

Disks

Snapshots

Images

TPUs

Migrate for Compute Engi...
Committed use discounts
Metadata

Health checks

Zones

Network endpoint groups

Marketplace

2 Adelo2017279 v

& Create an instance template

Automation

Startup seript (Optional)

You can choose to specify a startup script that will run when your instance boots up or
restarts. Startup scripts can be used to install software and updates, and to ensure that
services are running within the virtual machine. Learn more

#U/bin/bash
apt-get update -y
apt-get install apache2 -y
apt-get install php7.0 -y
mv dex htm php
cat <<EOF > /varfwwwhtml/index.php
<html>
<body>
<brae/br>
<center>
DigiTech
<brs</br>
<p>

Adelo Vieira
<br/>
Student Number: 2017279
<br/s<brf>
April, 2020
</p>
</center>

<br=</br>

<?php

echo gethostname();

2

</body>

</htmi>

EOF G

Metadata (Optional)

You can set custom metadata for an instance or project outside of the server-defined
metadata. This is useful for passing in arbitrary values to your project or instance that can
be queried by your code on the instance. Leam more

Key Value

=+ Add item

Page 15 of 22




Google Cloud Platform 2 Adelo2017279 «

{aﬁ Compute Engine Instanc...plates c SHOW INFO PANEL ® LEARN
B VMinstances
= plates Columns ~
¥y Instance groups
Name ~ Machine type Image Disk type Inuseby Creation time
B Instance templates
digitech-instance- 1vCPU,3.75 debian-10-buster- standard May 16, 2020, H
template GB ¥20200413 persistent disk 10:35:47 PM
Sole-tenant nodes
(5] Machine images

Then, I created 2 instance groups. One in a Europe region and another in a US region:

= Google Cloud Platform ¢ Adel02017279

& Create an instance group

To create an instance group, select one of the options: Organize VM instances in a group to manage them together. Instance groups [7

Name
Name is permanent
¥,  New managed instance group us-instance-group
A group of VMs created from a template.
Supports autohealing, autoscaling, auto > Descrigtion (0 a)
updating, regional deployments, and load
balancing.
P
Location
N To ensure higher availability, select a multiple zone location for an instance group,
,ﬂ. New unmanaged instance group Leamn more
A group of existing VMs that you manage single zone
Supports load balancing. @ Multiple zones

Only managed instance groups can exist in multiple zones.

Region
Region is permanent

us-centrall =
¥ Configure zones

Specify port name mappin

Instance template

digitech-instance-template =

Number of instances
n au I
Autoscaling

Use autoscaling to allow automatic resizing of this instance group for periods of
high and low load. Autoscaling groups of instances [

Autoscaling mode

Autoscale =

The corresponding Health checks have been created:
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Name
Name is permanent
us-instance-health-check

Deseription (0ptional)

Protocol Port

HTTP A 80

Proxy protocol
NONE A

Request path
/

¥ More

Health criteria

Define how health is determined: how often to check, how long to wait for a
response, and how many successful or failed attempts are decisive

Check interval Timeout

10 seconds 5 seconds
Healthy threshold Unhealthy threshold

2 consecutive successes 3 consecutive failures

Cancel

Google Cloud Platform

ﬁ} Compute Engine Instance groups % CREATE INSTANCE GROUP C REFRESH @ DELETE ® LEARN
B  VMinstances Instance groups are collections of VM instances that use load balancing and
services, like and Learn more
#4  Instance groups
T Filter resources Columns ~
B  Instance templates
Name ~ Zone Instances Template Creation time Recommendation Autoscaling Inuseby
B Soletenant nodes
] europe- 1 digitech- May 16, 2020, on: Target
B Mach europe- west2 (3/3 instanee- 10:44:18 PM =20
2CHINE a8 instance- zones) template utilization
group 60%
B  Disks
@ us- us- 1 digitech- May 16, 2020, on; Target
instance- centrall instance- 10:49:18 PM =0
Snapshots group (s/4 template utilization
zones) 60%
E]l  Images

In the following image we can see that new Instances have been launched in by the instance groups:
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Google Cloud Platform

&0 Adelo2017279 v

{&‘F Compute Engine

A VMinstances

#  Instance groups

B Instance templates
B Soletenant nodes
B Machine images
B  Disks

Snapshots

VM instances

B creaTEnsTANGE ¥, C

Name ~ Zone Recommendation Inuse by
[ @ europe- europe- europe-
instance-grouph6j1  west2-b instance-group
© linux-web europe-
west2-c
@ us-instance- us- us-instance-
group-54x2 centrall-f group

We can finally access the deployed websites using the IP addresses:

&« € @ Notsecure | 34.68.187.69

SHOW INFO PANEL

Internal 1P Extemal IP
10.154.0.3 (nic0) 35.246.98.166 17
10.154.0.2 (nic0) None

10.128.0.2 (nic0) 34.68.187.69 [7

Q # € P EG §

i Apps @ Grammarly € Microsoft OFfi... W User:Adeloale... % Organizedire... €3 CenteringinC...

&« C (@ Notsecure | 35.246.98.166

DigiTech

Adelo Vieira

Student Number: 2017279

April, 2020

a % € (=38 0 BECI -

22 Apps @ Grammarly ) Microsoft OFfi... W User:Adeloale... % Organizedire... €3 CenteringinC...

DigiTech

Adelo Vieira

Student Number: 2017279

April, 2020
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2.5 Modifying Instance templates and Autoscaling

Modify the start-up script in the Instance template (Startup — script.sh) so that the script pulls the DigiTech website
from your wonderful bucket. Use the external IP address of the linux —web to demonstrate that your DigiTech web

page shows in a browser tab.

We had to create a new Instance template because they are immutable: [Diwaakar (2017)]

Google Cloud Platform  8* Adelo2017279 + Q,  Search products and
EE:E Compute Engine & Create an instance template
- Allow default access
a RS ® Allow full access to all Cloud APls

Set access for each API

A, Instance groups

Firewall
2] Instance templates Add tags and firewall rules to allow specific network traffic from the Internet

v Allow HTTP traffic
A Sole-tenant nodes " Allow HTTPS traffic
E Machine images Management Security Disks Networking Sole Tenancy

Network
B Disks

default -

2l Snapshots
C p Subnet

[l Images Auto subnet -

Show alias IP ranges

R TPUs
Network tags = (Optiona
PG Migrate for Compute Engine
http-tag €
Committed use discounts External IP
Ephemeral -

ZZ  Metadata

We add the new Startup — script.sh so it will pull the DigiTech website from our wonderful bucket:

Google Cloud Platform & Adelo2017279 w

ﬁ} Compute Engine & Create an instance template

. Automation
B VMinstances
Startup script (Optional)
] You can choose to specify a startup script that will run when your instance boots up or
1] Instance groups ;
restarts. Startup scripts can be used to install software and updates, and to ensure that
services are running within the virtual machine. Learn more

B Instance templates #/bin/bash
apt-get update -y
A Sole-tenant nodes apt-get install apache2 -y
apt-get install php7.0 -y
B Machine images sudo gsutil cp -r gs://wonderful-bucket-2017279/DigiTech /var/www/html
B  Disks e 4
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Here we show that a new Instance template has been created:

Google Cloud Platform del02017279 v

{e} Compute Engine Instance templates [E] CREATE INSTANCE TEMPLATE C REFRESH copY CREATE INSTANCE GROUP DELETE SHOW INFO PAN

B VMinstances

= Filterinstance template Columns ~
i Instance groups

Name Machine type Image Disk type Inuseby Creation time
B  Instance templates

digitechinstancetemplate  1vCPU,375GB  debian10-busterv20200413  Standard persistentdisk  us-instance-group, europe-instance-group  May 16,2020, 10:35:47PM 3
B Soletenantnodes dtechnstancetemplats | 14CRUSTSGE  deban DS A00041S  Standrdprssten sk Moy st

M Machine imaces

Then, we need to edit both Instance groups so the Instance template is the new one:

Google Cloud Platform Adel02017279 Q  Search products
{e} Compute Engine & Instance groups EDIT GROUP ROLLING UPDATE ROLLING RESTART/REPLACE
B VMinstances Edit europe-instance-group
Zone
& Instance groups europe-west2 (3/3 zones)

Instance templates Specify port name mapping (Optiona

Instance template

=]
A Soletenant nodes digitech-instance-template2 S
E Machine images
The template applies only to newly created VMs. After saving these
O  Disks settings recreate existing VMs using the new template

Snapshots Number of instances

Ba 1 autoscaling configuration
B Imaages

Finally, we had to restart/replace instance of both Instance groups:

o Adelo: - Q  Ssearch product:
{e} Compute Engine & Restart/ replace instances of europe-instance-group
B VMinstances Gradual restart or replace of all instances in the group. Learn more

Current template(s)
& Instance groups

digitech-instance-template2 : 1 instance

B Instance templates Operation
Restart
B  Soletenant nodes ® Replace
Deletes instances and creates new ones
B Machine images Maximum surge
Maximum number (or percentage) of temporary instances to add while replacing. Learn
more
B  Disks
0 instance(s) v

Snapshots
Maximum unavailable
Maximum instances (number or percentage) that can be offline at the same time while

[{]  Images restarting / replacing. Learn more
3 instance(s) ~
R TPUs (s) outof 1 instance
Minimum wait time
&k Migrate for Compute Engine Time to wait between consecutive instance restart / replace operations. Learn more
0 s

Committed use discounts

Metadata

After that, we can see that new instances have been created. For one of them, the IP address has been changed:
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Compute Engine VM instances CREATE INSTANCE & IMPORT VM C REFRESH START sToP RESET DELETE SHOW INF

B  VMinstances

= Filter VM instanc Columns ~
@ Instance groups

Name ~ Zone Recommendation  Inuse by Internal IP External IP Connect
B  Instance templates.

@ europeinstance-group8sd  europe-wesi2-b europe-nstance-group 10.154.0.4 (nic0) 3524698166 (7 ssH -}
B Soletenantnodes @ linuxweb europe-west2-c 10.154.0.2 (nic0) 348930164 7 sSH + i
Bl Machine images @ usinstance-group-mhi us-central-f usinstance-group 10.128.0.3 (nico) 3519313384 7 SSH o+ i

When acceding the Digitech website from the new Instances created by the modified Instance groups, we can see our
website has been deployed by the Startup — script.sh:

€ 5 C  © Notsecure | 3524698.166/DigiTech/

Apps @ Grommarly @ MicrosoftOffi.. W UserAdeloale... % Organizedire... ) CenteringinC... @ (7)TariqRama... L LePetitLuneti.. ¥ IntICON_Kasp

Home

oDIG[TECH

Welcome to DigiTech
Adelo Vieira
Student Number: 2017279

April, 2020

—
€ 5 C © Notsecure | 3519313284/0igiTech/ * ¢ PEO @ :
Apps © Grammarly @ MicrosoftOffi.. W Userdeloale... ¥ Organizedire... @ CenteringinC.. @ (7TariqRama... LU LePetitLuncti.. ¥ IntICON Kasp.. 8 DGApps M Contacts M CCT M Studies B BitCoins M Services »
me egis ign in

oDIG[TECH>

Welcome to DigiTech
Adelo Vieira
Student Number: 2017279

April, 2020
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