In this lab we will use Wireshark to observe the DHCP process.

First, start Wireshark and select your active Network Interface
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d = @ RE ] = ¢ &=
[. |Appl'-; a display filter ... <Ctrl-/> =3 'l Expression... +
Welcome to Wireshark
Open
D:\Box Sync\OneDrivel\cct\qqitsemester 1\datacomms\2016\assessments\groupa\GroupaCAl v2.pcapng (244 KB) 63

D:\Box Sync\OneDrive\cct\gqitsemester 1\datacomms'2016\assessments\groupbCAl.pcapng (33 KB)

D:\Box Sync\OneDrive\cct\ggitsemester 1\datacomms\2016\assessments\groupa‘groupaCAl.pcapng (238 KB)
D:\Box Sync\OneDrive\cct\gqilsemester T\datacomms\2016\assessments\groupaCA 1.pcapng (not found)
C\Users\lat T\Documents\groupbCA 1.pcapng (not found)

C\Users\lat "\ Documents\groupaCAl.pcapng (not found)

C\Users\lat 1\ Documents\sample capture .pcapng (not found)

C\Users\lat T\ Documents\sample capture.pcapng (not found)

Ch\Users\lat1\Documents\.cal.pcapng (43 KB) b4

Capture

..using this filter: [ |Enter @ capture filter ... -
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You are running Wireshark 2.2.2 (v2.2,2-0-g775fb08). You receive automatic updates.
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Ready to load or capture || Mo Packets || Profile: Default

In the next Window you should see traffic for that interface, including any broadcasts that your machine
is receiving.
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[i |Appl'-; a display filter ... <Ctrl-/> a 'l Expression...  + |
Mo. Time Source Destination Protocol  Length Info ad
- 1 @.e8e008 172.16.284.158 172.16.287.255 NENS 92 Name query NB MACBOOKAIR-6ABC<@8> u
2 @.800334 fe8e::42b8:37F 1 :fef.. ff@2::fb MDNS 146 Standard query @x8@@@ ANY Android-99.leocal, "QM" question ANY..
3 @.800524 fe8e::98fb:2b49:981.. fT@2::fh MDNS 74 Standard query response @x@eee
4 8.808739 172.16.285.198 172.16.287.255 uopP 58 28082088 Len=8
5 9.880971 172.16.205.196 172.16.287.255 uop 56 2887-2887 Len=8
6 @.182945 fede::42b8:377 1 :fef.. ffo2::fb MDNS 94 Standard query @x@@@@ PTR _fb. tcp.local, "OM" question
7 @.183124 fede::98fb:2b49:981.. ff@2::fb MDNS 74 Standard query response @x@eee
8 ©.183453 HonHaiPr_8b:éb:cl Broadcast ARP 6@ Who has 172.16.28@.17 Tell 172.16.284.168
9 @.18367@ Xirrus_@3:e8:bd Broadcast ARP 6@ Who has 172.16.26@.17 Tell 172.16.284.281
16 8.183886 172.16.205.196 172.16.287.255 uop 50 28082008 Len=38
11 6.184128 172.16.205.196 172.16.287.255 upop 56 2887-2887 Len=8
12 @.285212 Apple e@:e2:ec Broadcast ARP 6@ Gratuitous ARP for 172.16.284.59 (Request)
15 8.285541 fede::48c:379d:70ef.. ffe2::fb MDNS 176 Standard query @x@@@@ PTR _@9@e@e0ee-1381-5795-567a-Tebbbs2242..
14 8.2085697 172.16.202.144 172.16.287.255 NENS 92 Name query NE WPAD<@8>
15 @.206048 172,16,265.198 172.16,287,255 UDP 50 20@5-2088 Len=3 hd
> Frame 1: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface @
> Ethernet II, Src: HonHaiPr_e7:dd:6f (c@:18:85:e7:dd:6f), Dst: Broadcast (ff:ff:ff:ff:ff:Ff)
» Internet Protocol Version 4, Src: 172.16.284.158, Dst: 172.16.287.255
> User Datagram Protocol, Src Port: 137, Dst Port: 137
> NetBIOS Name Service
2 ff ff ff £ff ff £ c@ 18 85 e7 dd &f @8 @@ 45 @8 . + ...0..E.
B @@ 4e 25 c4 BB @@ 38 11 28 1c ac 18 cc 9e ac 1@ N . -
L5} cf ff @@ 89 @@ 59 @@ 3a b2 f5 ba 33 @1 1@ @@ @1 . LN
B B0 B0 60 00 98 BB 20 45 4e 45 42 45 44 45 43 45 weesa. E NEBEDECE
8 58 45 58 45 4c 45 42 45 da 46 43 43 4de 44 47 45 PEPELEBE JFCCNDGE
GE5H 42 44 49 45 44 41 41 B2 8@ 26 86 81 BOIEDAA. . ..
0 7 Wireless Network Connection: <live capture in progress> || Packets: 360 ' Displayed: 3a0 (100.0%) || Profile: Default

The traffic that we want to observe is small and we do not need to see all other traffic so we can apply a

filter in wireshark.

In the filter box type bootp and press enter, this should remove a lot of unnecessary traffic from our

view.
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Na. Time Source Destination Protocol  Length Info 3

8722 87.246897 e.8.8.9 255.255.255.255 DHCP 35@ DHCP Discover - Transaction ID @x8baa4f9c I~
[ 8764 88.371970 e.8.8.0 255.255.255.255 DHCP 362 DHCP Request - Transaction ID @x8baa4f9c

18827 129.648445 e.8.8.8 255.255.255.255 DHCP 342 DHCP Request - Transaction ID @xa@@7e@65

Frame 8722: 358 bytes on wire (2808 bits), 350 bytes captured (2888 bits) on interface @
Ethernet II, Src: MurataMa_68:bd:11 (f@:27:65:68:bd:11), Dst: Broadcast (ff:ff:ff:ff:ff:Ff)
Internet Protocol Version 4, Src: ©.8.8.8, Dst: 255.255.255.255

User Datagram Protocol, Src Port: 68, Dst Port: 67

Bootstrap Protocol (Discover)

ff ff £f ff ff ff f8 27 65 68 bd 11 88 @@ 45 8@  ....... ' eh....E. -~
@1 58 6e B3 8@ @@ 428 11 6b 1b 20 @8 Bl oa ff ff B
ff ff @@ 44 @@ 43 81 3c 48 @7 @1 @l @6 @@ 8b aa NN N o N
4f 9c @@ @1 @@ @@ @2 @2 00 @0 22 o0 22 @2 2@ oe L
G0 B@ 02 @2 8@ @@ T 27 65 68 bd 11 @2 @2 B8 82  ....... 'eh.o.....

@@ B8 B2 @0 BB G2 BB BB O B0 BB 0B BB BB BB BB ........ ........
B0 5O BB 00 0D 00 PO B0 ©BO BD BO PO B VO BB BB ........ c..ieaa
@0 B0 60 00 0D 0D PO 0D BO 0O DO 0B BB BO BB BB ........ c.eieaa
68 BB 20 00 B2 0P BB 0D DO 0D BB BB BB BB BB BB ...... .. caeiaaa

0 > Bootstrap Protocol: Protocol Packets: 17960 - Displayed: 3 (0.0%%) Profile: Default

Next we want to generate some DHCP traffic so minimise the Wireshark window, leaving the capture
running.

Click START and type CMD, then right-click on the command prompt to RUN AS ADMINISTRATOR

Command Promnt Microsoft Edae

-3 Pin to Start

Suggested

P® Mirrorsc More
A dekodkok

Pin to taskbar

& Dublin Run as administrator

@ T : Open file location
A ulorren

ﬁ Don't show in this list
- &3
3D Builder Skype Preview M

Arrange the command prompt so you can see it and the live Wireshark capture in the background
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Mo, Time Source Destination Protocol  Length Info S ubtitl

8722 87.246897 8.0.8.0 255.255.255.255 DHCP 358 DHCP Discover - Transaction ID @x8baa4fac

8764 88.371978 8.8.8.8 255.255.255.255 DHCP 362 DHCP Request - Transaction ID @x8baasfac

18827 129.648445 8.0.8.0 255.255.255.255 DHCP 342 DHCP Request - Transaction ID @xa@@7e@865 .7

17965 286.899967 B.6.8.0 255.255.255.255 DHCP 343 DHCP Request - Transaction ID 8x83de@5ad

186824 298.759692 8.0.8.0 255.255.255.255 DHCP 343 DHCP Request - Transaction ID @x83d6@5a9

186853 295.626631 @.0.8.0 255.255.255.255 DHCP 343 DHCP Request - Transaction ID @x83de@5ad

18157 363.501884 8.0.8.0 255.255.255.255 DHCP 343 DHCP Request - Transaction ID @x83d6@5a9

18385 328.134343 @.0.8.0 255.255.255.255 DHCP 343 DHCP Request - Transaction ID @x3d83394

18327 324.597247 0.0.9.0 255.255.255.255 DHCP 343 DHCP Request - Transaction ID @x3d33394
L 18377 333.826571 B.@.8.0 255.255.255.255 DHCP 343 DHCP Request - Transaction ID @x3d33394

In the command prompt type ipconfig /release and press ENTER.

Then type ipconfig /renew and press ENTER.

Return to the Wireshark capture and look for the Discover, Offer, Request, and Acknowledgement.

25626 478.7a873838
25783 479.721248
25784 479.721645
2571@ 479.834168

8.8.8.8
172.16.2088.1
8.8.e.8
172.16.208.1

255.255.255.255
172.16.283.19
255.255.255.255
172.16.283.19

Expand each one to view the details.

What is the Source MAC address of the Discover?

What is the Destination Port of the Offer?

DHCP
DHCP
DHCP
DHCP

342 DHCP Discover - Transaction ID @xf32c7ce2
342 DHCP offer
349 DHCP Request - Transaction ID 8xf32c7ce2
342 DHCP ACK

- Transaction ID @xf32c7ce2

- Transaction ID @xf32c7ce2



