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1 Part 1: Configuration of basic Linux Server network

1.1 Task la: Changing the names of each of the two VMs

There are 2 ways of configuring the hostname in Ubuntu Systems.

e The first is a temporary configuration by using the hostname command. The changes made with this method

will not persist after rebooting the system.

e A permanent configuration can be made by editing the appropriate configuration files.

1.1.1 Temporary configuration using the hostname command

In Figure 1.1 we show the configuration made with the hostname command in both servers (VMServerl and VM-

Server2).

In Figure 1.2 we show that the changes are not persistent after rebooting the system. Notice the results of the «sudo

hostname» command are still VMServerl and VMServer2.

VMServer1 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

verl:™$ hostname

& & = 8 & 2] right ctrl
(a) VMServerl

VMServer2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
C stname

0 hostname WebClient

ne

(=& & | =i G @ @ right ctrl
(b) VMServer2

Figure 1.1: Temporary hostname configuration using the hostname command
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VMServer1 [Running] - Oracle VM VirtualBox

b &= @] @ @ Rright ctrl
(a) VMServerl

VMServer2 [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help

{e & & B 8] @ @ Rright ctrl

(b) VMServer2

Figure 1.2: Showing that the name changes (using the hostname command) are not persistent after rebooting the

system

1.1.2 Permanent configuration using the appropriate configuration file

To change permanently the hostname, we need to configure 2 different configuration files:

o /etc/hostname

o /etc/hosts

In Figure 1.3 we show the content of the /etc/hostname and /etc/hosts files before configuration (VMServerl and
VMServer2). Then, in Figure 1.4 we show the configuration we have made in both files (VMServerl and VMServer2)

using the vi editor.

Finally, in Figure 1.5 we show that the name changes are persistent after rebooting the system.
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File Machine WView Input Devices Help
1% hostn

:7% more /e

C/hostname

& & | B 8] @ Right ctrl

VMServer2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
: 4% hostname

e following 1i ~e desirahb able hosts
ip6-localho i s

i0stname

Bom& o 1EE GG & right ctrl
Figure 1.3: Content of the /etc/hostname and /etc/hosts files before configuration (VMServerl and VMServer2)
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File Machine View Input Devices Help

VMServer2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help
HebClient

(a) Changing the names of VMServerl using the hostname command

File Machine View Input Devices Help

apable host:
lhost ip6-loopb
lnet

Bom@s ) @] @ ] right ctrl

VMServer2 [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

The following lines are de ] » IPv6 capahle host:

Bl o e & | Bl g @ E Rright cerl

(b)

Figure 1.4: Configurint the hostname using in /etc/hostname and /etc/hosts (VMServerl and VMServer2)
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File Machine View Input Devices Help
“% hostname

~g

VMServer2 [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

(= | | = B @& Rright ctrl

Figure 1.5: Showing that the name changes are persistent after rebooting the system
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1.2 Task 1b: Network connectivity and configuration

1.2.1 Demonstrating Internet connectivity by getting updates from the Linux repositories

VMServer1 [Run - Oracle VM

File Machine View Input Devices Help
1t update

M M @ ¢

ubuntu
ubuntu.c /ubuntu
ubuntu. com/u

.ubuntu.com/ubuntu
.ubuntu.com/ubuntu
jhuntu b

. Done
. Run ' t up able’ to see them.

& & =@ P @ B Rright ctrl
(a) WebServer

Server2 [Running] - Oracle VM VirtualBox

ubuntu.com

.ubuntu.com g bionic-
huntu. untu bioni

Bokegs ﬂ@ﬂ@@RightCtrL.
(b) WebClient

Figure 1.6: Demonstrating Internet connectivity by getting updates from the Linux repositories
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1.2.2 Using the Settings of the Hypervisor to configure the first network adapter to Internal on both

server VMs and leaving the second network adapter set for NAT

Using our Hypervisor (VirtualBox) we have configured two Network adapters in each VM. The firs network adaptor
will be associated with our Internal Network, which is made up of our 2 VM (WebServer and WebClient). The second

Network adaptor will be set for NAT and used to connect with the Internet.

In Figure 1.7 we show how we have accomplished this task on VirtualBox.

WebServer [Running] - Oracle VM VirtualBox WebServer [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help File Machine View Input Devices Help
WebServer - Settings WebServer - Settings

M) General Network

M) General Network

(2] system Adapter 1 | Adapter2
[ pisplay

1
(8] system Adapter1 | Adapter2
[ oisplay

) storage Attached to: | NAT

@n Avdio

() storage Attached to: | Internal Network ~
(p audio Name: intnet

= Network © Advanced

£ serial Ports
& uss

[7] shared Folders
[ user interface

> Advanced
£ serial Ports
(£ uss
[7] shared Folders
[ user interface

% cancel || % Cancel

CECEr R

BOESsHEoUGERgN

(a) WebServer - Adaptor 1 (b) WebServer - Adaptor 2

File Machine View Input Devices Help File Machine View Input Devices Help

3Heht
WebClient - Settings WebClient - Settings

(9] General Network 5] General Network

(2] system Adapter1 | Adapter2
[ oisplay

Storage Attached to: |NAT

@n Auvdio

L]

[®] system Adapter 1 | Adapter2

() pisplay

(& storage Attached to:  Internal Network ~
O Audio Name: intnet

= Network © Advanced

£ serial Ports

& uss

[Z] shared Folders

© Advanced
£ serialPorts

& uss

7] shared Folders

[F] user Interface

[ user interface

% cancel || % cancel |[ oK

BORSs BEUGERgNc 80085 8 @8uE e rghtc

(c) WebClient - Adaptor 1 (d) WebClient - Adaptor 2
Figure 1.7: Configuring the first network adapter to Internal on both server VMs and leaving the second network
adapter set for NAT

1.2.3 Running the ifconfig command to show the IP addressing of the Network Interfaces of the

servers

In Figure ?? we show the ifconfig output in both VMs. Notice that the first network adaptor (enpOse) of each VM

have no IP address. This is because this adapter has been configured as Internal. In the next step, we will configure

Page 7 of 28



a static IP address for this adaptor.

WebServer [Running] - Oracle VM VirtualBox

File Machine View

adel
enpo

er 0 collisio

ade lo@He

& & B@ @@ Rright ctrl

1 L[.r.,;.fj.
7 KB)
uns 0 frame 0

B8Ok o 15 G Eright ctrl
(b) WebClient

Figure 1.8
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1.2.4 Using ifconfig to change the IP address on the first network adapter on each of the servers

(ephemeral changes)

We are going to show two methods of configuring a static IP address:

e The first is a temporary configuration by using the ifconfig command. The changes made with this method will
not persist after rebooting the system.
— See the configuration in Figure 1.9.

— In Figure 1.10 we can see that both VMs still have Internet connectivity after configuring a static IP address

for the adapter 1.

— In Figure 1.12 we show again the output of the ifconfig command after rebooting the systems. Notice the

configurations made with the ifconfig command were not persistent.

e A permanent configuration can be made by editing the appropriate configuration files. See Section 1.2.8.
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File Machine View Input

colli

mtu 1500

frame

carrier 0 collisions 0

{o: &P 251 B @ 81 @ @ right cerl

File Machine View Input Devices Help

[z 2P 0 | B i @] @ @ Right ctrl

Figure 1.9: Using ifconfig to change the IP address on the first network adapter on each of the servers
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1.2.5 Checking that the two VMs still have Internet connectivity

This time, we have verified that both VMs have Internet connectivity by pinging www.google. com.

WebServer [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
10@ S i i

File Machine View

B8Ok o 1B ®E right ctrl
Figure 1.10: Checking that the two VMs still have Internet connectivity

1.2.6 Demonstrating that the two VMs can ping each other

WebServer [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
lo@ i 192.1

time=0.915 m
time=1.

, time 400

B o kE s B@E @@ Rright ctrl

time 40

= @ [E# )@ E right ctrl
Figure 1.11: Demonstrating that the two VMs can ping each other
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www.google.com

1.2.7 Rebooting the two servers and showing that the IP configurations were not persistent

File Machine View Input Devices Help
ifco 3

carrier 0 collisi

ade Lo@h

gokes :2) F @ @ Rright Ctrl
(a) WebServer

WebcClient [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help

ade Lo@ke

frame 0
carrier 0 collisions 0

ade lo@kehClient

o= 8[| [= 8 @ @ & Right ctrl

Figure 1.12: Showing that the IP configurations (using the ifconfig command) are not persistent after rebooting the

system
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1.2.8 Using the appropriate configuration file to perform a persistent configuration of the IP addresses

In old Ubuntu versions, to configure a static IP address we need to modify the /etc/network/interfaces file.

[ostechnix.com (2019)]

From ubuntu 17.10, the configuration needs to be made at a YAML file that is located at the /etc/netplan/ directory.

Usually the /etc/netplan/50-cloud-init.yaml file [ostechnix.com (2019)]

In Figure 1.13 we show the defaul content of the /etc/netplan/50-cloud-init.yaml file. Notice that, by defaul,

both adaptors are configure using dhcp.

Using the vi text editor we have modified the /etc/netplan/50-cloud-init.yaml file to configure the first adaptor

of each VM in the following way (See Figure 1.14):

« WebServer:

— IP: 192.168.0.100
— Gateway 192.168.0.1

— DNS: 192.168.0.1
¢ WebClient:

— IP: 192.168.0.100
— Gateway 192.168.0.1

— DNS: 192.168.0.1

Finally, in Figure 1.15 we show the output of the ifconfig command after rebooting the system. Notice the changes

were persistend.
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WebServer [Running] - Oracle VM VirtualBox
Devices Help

rmat ion |
11l not pe

Bomes « @] @ & Rright ctrl

File Machine View Input Devices Help

B & o | B 8@ 3 right cerl

Figure 1.13: Defaul content of the /etc/netplan/50-cloud-init.yaml file
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WebServer [Running] - Oracle VM VirtualBox

conf igurat ior write a file

1T1
iisable-network-config.cfg with the followi

& & & |E @8] @ @ Rright ctrl

File Machine View Input Devices Help
his file is generat

nlrm\rr} ”| nfig ”‘—”i It ; pa t rite a file

jisable-network-config.cfg with the foll wing:

& 7 |E 8 G @ @ Right ctrl

Figure 1.14: Configuration of the /etc/netplan/50-cloud-init.yaml file using the vi text editor
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1.2.9 Rebooting the two servers to demonstrate that the IP address configuration changes of the two

VMs are persistent

WebServer [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

tu 1500
t 10.0

collisions C

collisiar

B e & B )@ @ Right ctrl

(a) WebServer

WebClient [Running] - cle VM VirtualBox

adelo@HebClient : ™%
{5 &7 7 [ | Bl @] @ @ Right ctrl
(b) WebClient

Figure 1.15: Showing that the IP configurations (using the ifconfig command) are persistent after rebooting the

system
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2 Part 2: Automating Basic Linux Tasks

2.1 Task 2a: Automating tasks with shell scripting

Using the vi editor, we have created a shell script that perform the following tasks (See the Shell Script in Figure ?7):

Pulls updates from the Linux repositories. This make sure that we install the las version of the package available

in the Ubuntu repositories.

o Installs the Apache web server. Notice that using the option -y the installation is performed without being

prompted for permission to use extra storage when installing the service.
o Installs the Lynx web browser service.

e Displays the default Apache web page of the web server by using the Lynx browser.

Before running the shell script, we have use the chmod command to give it execute permission (x) so it can be
directly executed (./) without the need of using the command bash (Figure ??. The result of the execution of the
Server__Config.sh is shown in Figure 2.1. Notice that the default Apache web page is correctly displayed by the

Lynx browser.

WebServer [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

elod@ 7% 1s

do chmod +x _Config.sh

~% more Server_Config.sh

sudo apt update
sudo apt -y install apache2
sudo apt -y install lynx

lynx 1

B O e B §)@ @ Rright ctrl
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WebServer [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

U1t welcome page us
Ubuntu

eam default
h Ubuntu tools.

1t to follow a link; Left to g

een Qjuit .

&P & | = & )@ @ right ctrl

Figure 2.1

2.2 Task 2b: Creating simple DigiTech Web Page

To create a DigiTech Web Page we have just modified the default Apache web page (using vi) so that it says DigiTech

Web Server (Figure 2.2(a)).

Then we have used again the Lynx browser to display the page:
lynx 192.168.0.100 (See the result in Figure 2.2(b)
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WebServer [Running] - Oracle VM VirtualBox (]
File Machine View Input Devices Help
ound-color: #000000;

color: RDCDFEG;

alidator §

>DigiTech Heb Se

{0 &P @[ | B 8] @ @ Right Ctrl

t know what thi
ble due to main

B O @ 1B @ @ Right ctrl

Figure 2.2: modifying the default Apache web page (using «vi») so that it says «DigiTech Web Site»

2.3 Task 2c: Automating server data backup

In Figure 2.3 we show the Shell script we have created to perform a backup of the /home directory (WebServe-

Backup.sh). Note that we are making sure of backing up all the user home directories inside /home.

We think it is important not to replace the previous backup every time we perform a backup. That is why we have
decided to do a small change in the backup file name that was specified in the brief of this assignment. Instead of name
the file as «WebServBackup.tar.gz», our script will name it as «WebServBackup-date_Y__M_ D.tar.gz».

This way, every time a backup is performed, it will be created with a different name by using the current date.
In Figure 2.3 we show the script we have created. The output of the execution of this script is shown in Figure 2.4.

We have made sure the script works as specified by displaying the content of the « WebServBackup-date_ Y_M_ D.-

tar.gz» file that has been created and checking that the files in this inside this tar file match the files in the /home
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directory (Figure 2.5).

WebServer [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help
ade 1o@kehSs 't sudo vi Web5

WebServer [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

WebServer [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
ade 1o@ 5 1¢

[z 2P 0| =) 0 @] @ @ Right ctrl
Figure 2.3: Creation of a Shell script that back up the entire contents of the home folder on WebServer

WebServer [Running] - Oracle VM VirtualBox
Devices Help

P & 1= & 8@ @ right ctrl

Figure 2.4: Running WebServeBackup.sh
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WebServer [Running] - Oracle VM VirtualBox

File Machine View Input Devices
ade lo@Hehs "% ls

vi.ds

0_04_04.ta

& 1= i @) @ @ Right Ctrl

Figure 2.5: Listing all the files inside the backup file (WebServBackup-2020_04_04.tar.gz). This way we are making
sure the content of the backup match the files in the /home directory

2.4 Task 2d: Automating scheduling of server backups with cronusing crontab

Using crontab we automated scheduling of server backups. In Figure 2.6 we show the way we have configured crontab
so it will perform a backup at the end of every workweek at one minute to midnight. Notice that we didn’t need
to use the command «bash» in the command field of crontab because we have use the chmod command to give to

WebServerBackup.sh execute permission (x) so it can be directly executed.
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WebServer [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
1 empty one

lect-editor',

{0 &P @[ | B §] @ @ Right Ctrl

File Machine WView Input Devices Help
Edit this file to introduce tasks to be run by cron.
to run has to be ined through a single line
ith different fields when the task will be rur
# and what command to run for the task
e the time rovide concrete
, hour (h), da 1 (dom), month (mon),

# and day of week (dow) or ¢! 1 fields
i1 P ) on the c

crontab jobs (including errors) is sent through
1ser the crontab file belongs to (unless redirected).
4Jou can ru a hack Lp of all your
7-'[4 kupsshome.tgz shomes
# For more information the manual
mh dom mon dow  command

* cal »>> calendario.txt
¥ “/scalendario.sh

{0 &7 (7 [ | Bl @) @ @ Right Ctrl

(b)

Figure 2.6: Using crontab to automate scheduling of server backups. This way it will perform a backup at the end of

every workweek at one minute to midnight

3 Part 3: Configuration of basic Linux Server firewall

We have accomplished this task using the Uncomplicated Firewall tool (UFW).

We have used official Ubuntu documentation to discover and implement some basic configuration in our Servers:

[wiki.ubuntu.com (2020)] [help.ubuntu.com (2017)] [askubuntu.com (2017)]
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3.1 Task 3a: Configuring the Firewall

The first thing we did was to enable the Uncomplicated Firewall tool (UFW) on WebServer. In Figure 3.1 we show
the status of UFW before and after enable it. It is important to notice that, after enable UFW, a default firewall

configuration is activated.

Defaul UFW configuration:

o Allow all outgoing traffic from the Web server but block all incoming traffic.

After enable UFW, we have installed the Lynx browser on WebClient and tried to access the DigiTech web page from
WebClient. As you can see in Figure 3.2, the request fails because of the default UFW firewall configuration, which

is blocking all incoming traffic.

WebServer [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help
> sudo ufw status verbose

sudo ufw enable
and enabled on tem startup

% sudo ufw status verbose

), allow (outgoing), disabled (routed)

B o o1 EE 8] ® & right ctrl
Figure 3.1: Status of UFW before and after anable it
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WebClient [Running] - Oracle VM VirtualBox

Input De

& & @] @ @ Right ctrl

8 O e &1 =& 8l @ Right Ctrl

WebClient [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

Alert!: Unable to connect to remote host.

B o o =& gl @ @ Right ctrl
Figure 3.2: Installing the Lynx web browser on WebClient and trying to access the DigiTech Web page. Notice the
Firewall is blocking the request (Default UFW firewall configuration)

Our first customized firewall configuration: We have then customized UFW in the following way:

e Allow traffic on ports 22, 80 and 443

e Deny traffic on port 3389
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The above configuration would allow us to access the DigiTech Web page from WebClient.

In Figure 3.3(a) we show the way we had configured the firewall using UFW and the status after configuration. In

Figure 3.3(a) you can see that this configuration is allowing us to access the DigiTech web page.

WebServer [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

do ufw allow 2

do ufw allow

do ufw deny

sudo ufw status

, disabled (routed)

ALLOW IN

ALLOW IN

DENY IN

ALLOW IM

ALLOW IN Y =
DENY IN Anywhere

ade Lo@h

(a) Customized configuration of UFW

WebClient [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help

DigiTech W

, from
5 that the

tou should
ate your HTTF s

opti

the full docume Documentation f
ng the_manual if t

& | 5 8] @ @ Right Ctrl
(b) Accessing the DigiTech web page from WebClient

Figure 3.3: Customized configuration of the Firewall on WebServe using UFW. Notice that this configuration is

allowing us to access the DigiTech web page

3.2 Task 3b: Testing firewall by closing one of the ports

To test the firewall, we have then closed port 80 (Figure 3.4). We thought this configuration would be enough to avoid

request through port 80. However, after this configuration, we tried to access the DigiTech web page from WebClitne
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and the request was successful.

We realized that one of the rules of our UFW configuration was allowing incoming traffic from port 80 and the other
was denying it. Therefore, what we did was to delete the rule that was allowing traffic from port 80 (Figure 3.5).
After that, we tried again to access the DigiTech web page from WebClient. This time the firewall was working as
expected. The request from WebClient was denied by the Firewall on WebServer, where we have added a rule that

denies incoming traffic using port 80 (Figure 3.6). [help.ubuntu.com (2017)]

WebServer [Running] - Oracle VM VirtualBox
le Machine View Input Devices Help
i ) ufw deny 8

do ufw status vert
, allow (outgoing), disabled (routed)

Action

DENY IN Anyuhere

ade Lo@Wet

Bomae @I]@@Rightctrl.
Figure 3.4: Closing port 80 using UFW
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WebServer [Run
File Machine View Input Devices Help

New profi

Action From

DE
ALLOW IN

DENY IN

) ufw delete allow

y ufw  allow

& 2| =& 8] ® B Right ctrl

Figure 3.5: Deleting the rule that allows incoming traffic from port 80

File Machine View Input Devices Help

: Unable to connect to remote host.

.168.0.100/

@0 k& ol BE@g @@ right ctrl

Accessing the DigiTech web page from WebClient. Notice the request is denied by the Firewall on

Figure 3.6:
WebServer
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