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1 Part 1: Configuration of basic Linux Server network

1.1 Task 1a: Changing the names of each of the two VMs

There are 2 ways of configuring the hostname in Ubuntu Systems.

• The first is a temporary configuration by using the hostname command. The changes made with this method

will not persist after rebooting the system.

• A permanent configuration can be made by editing the appropriate configuration files.

1.1.1 Temporary configuration using the hostname command

In Figure 1.1 we show the configuration made with the hostname command in both servers (VMServer1 and VM-

Server2).

In Figure 1.2 we show that the changes are not persistent after rebooting the system. Notice the results of the «sudo

hostname» command are still VMServer1 and VMServer2.

(a) VMServer1

(b) VMServer2

Figure 1.1: Temporary hostname configuration using the hostname command
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(a) VMServer1

(b) VMServer2

Figure 1.2: Showing that the name changes (using the hostname command) are not persistent after rebooting the
system

1.1.2 Permanent configuration using the appropriate configuration file

To change permanently the hostname, we need to configure 2 different configuration files:

• /etc/hostname

• /etc/hosts

In Figure 1.3 we show the content of the /etc/hostname and /etc/hosts files before configuration (VMServer1 and

VMServer2). Then, in Figure 1.4 we show the configuration we have made in both files (VMServer1 and VMServer2)

using the vi editor.

Finally, in Figure 1.5 we show that the name changes are persistent after rebooting the system.
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Figure 1.3: Content of the /etc/hostname and /etc/hosts files before configuration (VMServer1 and VMServer2)
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(a) Changing the names of VMServer1 using the hostname command

(b)

Figure 1.4: Configurint the hostname using in /etc/hostname and /etc/hosts (VMServer1 and VMServer2)
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Figure 1.5: Showing that the name changes are persistent after rebooting the system
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1.2 Task 1b: Network connectivity and configuration

1.2.1 Demonstrating Internet connectivity by getting updates from the Linux repositories

(a) WebServer

(b) WebClient

Figure 1.6: Demonstrating Internet connectivity by getting updates from the Linux repositories
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1.2.2 Using the Settings of the Hypervisor to configure the first network adapter to Internal on both

server VMs and leaving the second network adapter set for NAT

Using our Hypervisor (VirtualBox) we have configured two Network adapters in each VM. The firs network adaptor

will be associated with our Internal Network, which is made up of our 2 VM (WebServer and WebClient). The second

Network adaptor will be set for NAT and used to connect with the Internet.

In Figure 1.7 we show how we have accomplished this task on VirtualBox.

(a) WebServer - Adaptor 1 (b) WebServer - Adaptor 2

(c) WebClient - Adaptor 1 (d) WebClient - Adaptor 2

Figure 1.7: Configuring the first network adapter to Internal on both server VMs and leaving the second network
adapter set for NAT

1.2.3 Running the ifconfig command to show the IP addressing of the Network Interfaces of the

servers

In Figure ?? we show the ifconfig output in both VMs. Notice that the first network adaptor (enp0se) of each VM

have no IP address. This is because this adapter has been configured as Internal. In the next step, we will configure
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a static IP address for this adaptor.

(a) WebServer

(b) WebClient

Figure 1.8
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1.2.4 Using ifconfig to change the IP address on the first network adapter on each of the servers

(ephemeral changes)

We are going to show two methods of configuring a static IP address:

• The first is a temporary configuration by using the ifconfig command. The changes made with this method will

not persist after rebooting the system.

– See the configuration in Figure 1.9.

– In Figure 1.10 we can see that both VMs still have Internet connectivity after configuring a static IP address

for the adapter 1.

– In Figure 1.12 we show again the output of the ifconfig command after rebooting the systems. Notice the

configurations made with the ifconfig command were not persistent.

• A permanent configuration can be made by editing the appropriate configuration files. See Section 1.2.8.
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(a)

(b)

Figure 1.9: Using ifconfig to change the IP address on the first network adapter on each of the servers
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1.2.5 Checking that the two VMs still have Internet connectivity

This time, we have verified that both VMs have Internet connectivity by pinging www.google.com.

Figure 1.10: Checking that the two VMs still have Internet connectivity

1.2.6 Demonstrating that the two VMs can ping each other

Figure 1.11: Demonstrating that the two VMs can ping each other
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1.2.7 Rebooting the two servers and showing that the IP configurations were not persistent

(a) WebServer

(b)

Figure 1.12: Showing that the IP configurations (using the ifconfig command) are not persistent after rebooting the
system
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1.2.8 Using the appropriate configuration file to perform a persistent configuration of the IP addresses

In old Ubuntu versions, to configure a static IP address we need to modify the /etc/network/interfaces file.

[ostechnix.com (2019)]

From ubuntu 17.10, the configuration needs to be made at a YAML file that is located at the /etc/netplan/ directory.

Usually the /etc/netplan/50-cloud-init.yaml file [ostechnix.com (2019)]

In Figure 1.13 we show the defaul content of the /etc/netplan/50-cloud-init.yaml file. Notice that, by defaul,

both adaptors are configure using dhcp.

Using the vi text editor we have modified the /etc/netplan/50-cloud-init.yaml file to configure the first adaptor

of each VM in the following way (See Figure 1.14):

• WebServer:

– IP: 192.168.0.100

– Gateway 192.168.0.1

– DNS: 192.168.0.1

• WebClient:

– IP: 192.168.0.100

– Gateway 192.168.0.1

– DNS: 192.168.0.1

Finally, in Figure 1.15 we show the output of the ifconfig command after rebooting the system. Notice the changes

were persistend.
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Figure 1.13: Defaul content of the /etc/netplan/50-cloud-init.yaml file
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Figure 1.14: Configuration of the /etc/netplan/50-cloud-init.yaml file using the vi text editor
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1.2.9 Rebooting the two servers to demonstrate that the IP address configuration changes of the two

VMs are persistent

(a) WebServer

(b) WebClient

Figure 1.15: Showing that the IP configurations (using the ifconfig command) are persistent after rebooting the
system
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2 Part 2: Automating Basic Linux Tasks

2.1 Task 2a: Automating tasks with shell scripting

Using the vi editor, we have created a shell script that perform the following tasks (See the Shell Script in Figure ??):

• Pulls updates from the Linux repositories. This make sure that we install the las version of the package available

in the Ubuntu repositories.

• Installs the Apache web server. Notice that using the option -y the installation is performed without being

prompted for permission to use extra storage when installing the service.

• Installs the Lynx web browser service.

• Displays the default Apache web page of the web server by using the Lynx browser.

Before running the shell script, we have use the chmod command to give it execute permission (x) so it can be

directly executed (./) without the need of using the command bash (Figure ??. The result of the execution of the

Server_Config.sh is shown in Figure 2.1. Notice that the default Apache web page is correctly displayed by the

Lynx browser.
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Figure 2.1

2.2 Task 2b: Creating simple DigiTech Web Page

To create a DigiTech Web Page we have just modified the default Apache web page (using vi) so that it saysDigiTech

Web Server (Figure 2.2(a)).

Then we have used again the Lynx browser to display the page:

lynx 192.168.0.100 (See the result in Figure 2.2(b)
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(a)

(b)

Figure 2.2: modifying the default Apache web page (using «vi») so that it says «DigiTech Web Site»

2.3 Task 2c: Automating server data backup

In Figure 2.3 we show the Shell script we have created to perform a backup of the /home directory (WebServe-

Backup.sh). Note that we are making sure of backing up all the user home directories inside /home.

We think it is important not to replace the previous backup every time we perform a backup. That is why we have

decided to do a small change in the backup file name that was specified in the brief of this assignment. Instead of name

the file as «WebServBackup.tar.gz», our script will name it as «WebServBackup-date_Y_M_D.tar.gz».

This way, every time a backup is performed, it will be created with a different name by using the current date.

In Figure 2.3 we show the script we have created. The output of the execution of this script is shown in Figure 2.4.

We have made sure the script works as specified by displaying the content of the «WebServBackup-date_Y_M_D.-

tar.gz» file that has been created and checking that the files in this inside this tar file match the files in the /home
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directory (Figure 2.5).

Figure 2.3: Creation of a Shell script that back up the entire contents of the home folder on WebServer

Figure 2.4: Running WebServeBackup.sh
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Figure 2.5: Listing all the files inside the backup file (WebServBackup-2020_04_04.tar.gz). This way we are making
sure the content of the backup match the files in the /home directory

2.4 Task 2d: Automating scheduling of server backups with cronusing crontab

Using crontab we automated scheduling of server backups. In Figure 2.6 we show the way we have configured crontab

so it will perform a backup at the end of every workweek at one minute to midnight. Notice that we didn’t need

to use the command «bash» in the command field of crontab because we have use the chmod command to give to

WebServerBackup.sh execute permission (x) so it can be directly executed.
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(a)

(b)

Figure 2.6: Using crontab to automate scheduling of server backups. This way it will perform a backup at the end of
every workweek at one minute to midnight

3 Part 3: Configuration of basic Linux Server firewall

We have accomplished this task using the Uncomplicated Firewall tool (UFW).

We have used official Ubuntu documentation to discover and implement some basic configuration in our Servers:

[wiki.ubuntu.com (2020)] [help.ubuntu.com (2017)] [askubuntu.com (2017)]
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3.1 Task 3a: Configuring the Firewall

The first thing we did was to enable the Uncomplicated Firewall tool (UFW) on WebServer. In Figure 3.1 we show

the status of UFW before and after enable it. It is important to notice that, after enable UFW, a default firewall

configuration is activated.

Defaul UFW configuration:

• Allow all outgoing traffic from the Web server but block all incoming traffic.

After enable UFW, we have installed the Lynx browser on WebClient and tried to access the DigiTech web page from

WebClient. As you can see in Figure 3.2, the request fails because of the default UFW firewall configuration, which

is blocking all incoming traffic.

Figure 3.1: Status of UFW before and after anable it
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Figure 3.2: Installing the Lynx web browser on WebClient and trying to access the DigiTech Web page. Notice the
Firewall is blocking the request (Default UFW firewall configuration)

Our first customized firewall configuration: We have then customized UFW in the following way:

• Allow traffic on ports 22, 80 and 443

• Deny traffic on port 3389
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The above configuration would allow us to access the DigiTech Web page from WebClient.

In Figure 3.3(a) we show the way we had configured the firewall using UFW and the status after configuration. In

Figure 3.3(a) you can see that this configuration is allowing us to access the DigiTech web page.

(a) Customized configuration of UFW

(b) Accessing the DigiTech web page from WebClient

Figure 3.3: Customized configuration of the Firewall on WebServe using UFW. Notice that this configuration is
allowing us to access the DigiTech web page

3.2 Task 3b: Testing firewall by closing one of the ports

To test the firewall, we have then closed port 80 (Figure 3.4). We thought this configuration would be enough to avoid

request through port 80. However, after this configuration, we tried to access the DigiTech web page from WebClitne
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and the request was successful.

We realized that one of the rules of our UFW configuration was allowing incoming traffic from port 80 and the other

was denying it. Therefore, what we did was to delete the rule that was allowing traffic from port 80 (Figure 3.5).

After that, we tried again to access the DigiTech web page from WebClient. This time the firewall was working as

expected. The request from WebClient was denied by the Firewall on WebServer, where we have added a rule that

denies incoming traffic using port 80 (Figure 3.6). [help.ubuntu.com (2017)]

Figure 3.4: Closing port 80 using UFW
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Figure 3.5: Deleting the rule that allows incoming traffic from port 80

Figure 3.6: Accessing the DigiTech web page from WebClient. Notice the request is denied by the Firewall on
WebServer
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